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I <l palas | Introduction to Introduction to 4
e+ 485 | computer - computer security.
- security. - How do we protect our
- How do we most valuable assets?
protect our most | - Where security
valuable assets? | problems occurred in
- Where security | computer system?
problems - Security goals. 1,2,3
occurred in Kinds of security
computer -breaches.
system?
- Security goals.
Kinds of security
-breaches.
GRS <) pualaa The points of security 4
e+ 4 ks vulnerabilities:
a) Hardware
vulnerabilities (Attacks
on HW).
b) Software
vulnerabilities (Attacks
on SW)- SW detection ,
The points of theft, (Trojans horse,
security Virus, Information
vulnerabilities leak in a program).
L 45,6
c) Data vulnerabilities
Computer (Attacks on Data).
criminals d) Other exposed
assets (Network,
Access, Key people).
Computer criminals:
a) Amateurs
b) Crackers or
malicious
hackers
c) Career criminals
SR @l palaa Methods of 4
e+ 48 Defense:
a) Data controls
Methods of (cryptography). 7.89.10
Defense
b) Software
controls.
c) hardware
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controls.

d) The firewall.

e) Physical controls.
f) Policies.

g) Overlapping controls.

GRS <l palaa | Cryptography Cryptography
e+ 485 | concept. concept.
Symmetric VS Symmetric VS
asymmetric asymmetric 11.12.13
cryptosystem. cryptosystem.
. . 14
Cryptanalysis Cryptanalysis
concepts. concepts.
Cryptographic Cryptographic system
system
GRS <l palae Substitution Cipher
s+ Ayl Methods:
a) Mono- alphabetic
substitution cipher:
- Caesar Cipher.
- Rot13 Cipher.
- Atbash Cipher.
- Simple-
T Substitution Cipher.
Ci?ﬁgfﬂzgﬁg ds b) Polyalphabetic
substitution Cipher :
Transposition - Vigenere Cipher.
Ci c) Polygram substitution 15,16,17
ipher Methods Ci ;
ipher: ,18
- Play fair Cipher.
: d) The one — time pad.
SuperCIiEpnhcgptlon Transposition Cipher
Methods
a) Columnar
Transposition Cipher.
b) Multi- layer columnar
transposition Cipher
c) Double transposition
Cipher.
Super Encryption
Cipher.
SHAS &l walaa | Stream Cipher Stream Cipher
s+ 45 | Methods. Methods.
Block Cipher Block Cipher Methods.
Methods. Comparing stream & 19,20,21
Comparing block Cipher system. 22

stream & block
Cipher system.
Secret key Cipher

Secret key Cipher
system— block Cipher
method: DES/ data
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system— block | encryption standard
Cipher method:
DES/ data
encryption
standard
GRS <l salaa | Public key Cipher | Public key Cipher 4 23,24,25
s+ 4 ki system system: 26
a) Knapsack
Technique.
b) Rivest- Shamir-
Adelman (RSA)
technique.
c) Digital signature
technique.
G <l palae | Computer Computer Network 4 27,28,29
s+ 4B | Network Security. | Security. ,30
Types of network. | Types of network.
Mode of Mode of
communication. communication.
User User Authentication:
Authentication a) password, PIN.
Access control. b) Credit Card, key.
Steganography c) Biometric Traits
(information (physical and/or
Hiding) Behavioral)
Techniques. Access control.
Steganography
(information Hiding)
Techniques.
anailldadl 8
SR A sllaall 5 ) jiall Gl 1
-Security for computer networks 2'nd edition, (Lbaall) A Hl) aal yall 2
D.W.Davies and W.L.Price
-Security Mechanisms for computer network,
sead Muftic
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